INSIDER THREAT
SOLUTION BUYER'’S GUIDE

How to measure and evaluate the complex landscape of insider
threat solutions and build an effective insider threat program that
enhances the whole enterprise.



INTRODUCTION

IDENTIFYING AND CONFRONTING THE INSIDER THREAT

Every day, organizations struggle to develop an effective approach to
fighting insider threats. In this world of rapid innovation and distributed
enterprises, there is a seemingly infinite number of variables and risk factors to
account for within an organization. And even for those who believe they have a
comprehensive insider threat defense established, changes in technology and
public discourse are forcing a complete reexamination of their security strategies.

Introducing another layer of complexity is the fact that ‘insider threats’ are actually
amuch broader category than many people realize. And while it may sound obvious,
the first step in effectively detecting and mitigating these types of threats is fully
understanding them.

They can be broken down into three distinct types:

» Malicious Insiders - These are the “traditional” insider threat as most people
define them. These are users who intentionally hurt the organization, whether
that be through data theft or by sabotage.

» Negligent Insiders - These are employees that unintentionally put security at
risk. While often overlooked, these threats are actually the most common -
driving more than 60% of insider-related security incidents.

» Credential Thieves - These are outside infiltrators that enter the organization
through a user account. While these are technically external threats, they're
doing damage from within the organization and catching them is a matter of
understanding insider user behavior.

Once security teams recognize the diverse, widely varied nature of insider threats,
the challenges of creating an effective insider threat management strategy quickly
snap into focus. After all, it's easy -- or at least, easier -- to develop a protection
plan against one highly specific type of scenario, such as the stereotypical rogue
employee in a black hoodie stealing IP from a darkened office building. That task
becomes more complicated if the stereotypical insider may actually be a naive
employee accidentally downloading malware from a phishing email and letting an
outside infiltrator into the network, or a disgruntled user quietly renaming and
downloading files over a personal mobile hotspot to take to a competitor.

Compounding these challenges is a complex and ever-changing landscape of
vendors - fraught with ambiguous or unsubstantiated claims, false promises, and
misinformation. Many tools claim to “solve” the insider threat problem. But, what
insider threats are they referring to? Do they really have the necessary capabilities
to protect your data? And what do you have to sacrifice in order to do so?
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