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A behavioral risk model
for the early detection

of insider risks
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Incoming datais
processed to create
observations

Access type

Email activity
Facility access logs
File downloads

File renaming
Geographical location
Internet traffic
Phone records
System access logs
Time of day

Travel records

Web access

Reference: Greitzer & Frincke (2010)
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Observations

Observations
processed to
create indicators

Authorization attempts

File combinations

File size

Frequency of access

Frequency of
communication

HR/performance
information

Install scripts

Usage patterns

Websites
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Indicators

Indicators assessed to
evaluate insider risks

Attempts to access
privileged data

Access attempts
outside of the pattern

Disgruntled employee

Harvesting data

Policy violations

Suspicious
communications
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Behavioral risks

Early detection of
behaviors that match
insider risk types

—
~
&

Malicious 65

Compromised 76
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