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Proactive Insider
Risk Management
for the Public Sector

How DTEX meets UAM
Requirements of CNSSD 504

SOLUTION BRIEF

The National Insider Threat Task Force and Directive 504 from the Committee on National
Security Systems (CNSSD 504 ) prescribes minimum measures for User Activity Monitoring (UAM)
on all classified networks. All US Federal agencies and entities are required to implement these
measures to “detect indicators of insider threat behavior” and to have the “technical capability to
observe and record the actions and activities of an individual, at any time, on any device accessing
U.S. Government information.”

How DTEX INTERCEPT meets CNSSD 504 UAM Requirements

The DTEX Insider Risk Management platform enables focused observation for the early detection, deterrence, and mitigation
of insider threats. Using patented DMAP+ Technology, DTEX provides contextual intelligence across data, machines,
applications, and people to surface early warning indicators of intent, to identify when malicious actors are performing
reconnaissance, circumvention, aggregation, and obfuscation—and stop them well before exfiltration occurs.

Capture of Full Application Content

DTEX provides a continuous audit trail of unique endpoint metadata to observe, record, and correlate user actions and
activities in near-real-time, including the full capture of all session, process, file system, and window activities, regardless of
geolocation, and on and off the organizational network.

Screen Capture and Keystroke Monitoring

When a user has been elevated for focused observation, DTEX provides application content monitoring(includes SSL inspection
for web browser-based activities), video/screen capture and key stroke capture. Capture can be based on specific device,
application, user rules, or for individuals flagged as “persons of interest.” All captures can be exported for further analysis.
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File Shadowing

Malicious insiders will often attempt to disguise (obfuscate) their actions by changing file names or extensions. DTEX
continuously tracks documents, even when names and locations have changed, using configurable hashing algorithms
including MDb5, SHATand SHAZ256. It can determine the “lineage” of a file to answer who, what, when, where, and why was
a file was copied, modified, obfuscated or exfiltrated. DTEX also tracks file classification meta-data as well as the usage
of the Alternate Data Stream (ADS) for advanced attempts to obfuscate data.

Set Triggers/Alerts Based on User Activity

When a skilled insider wants to steal data, they often separate their activities into smaller steps over a period of time to
avoid detection. Alerting on every activity (which could be benign) can result in alert fatigue. DTEX uplifts insider risk
detection and mitigation:

« Alert stacking and machine learning capabilities combine « This further improves true positive detection rates by
behavioral rules and anomaly detection to reduce false elevating alert scores for events that occur sequentially
positives and analyst overhead. across the full Insider Threat Kill Chain, over and above

- Automated activity correlation allows multiple disparate alerting rules triggered in isolation.

events to be attributed to a defined sequence of events
occurring within a given time window.

DTEX also provides the ability to automatically increase monitoring and alerting mechanisms for high-risk user populations
(e.g., new joiners, leavers or “flight-risk” detected employees and individuals flagged as “persons of interest”)and correlate
these populations with known insider threat related activities.

Supported Platforms

Unified Telemetry
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ABOUT DTEX SYSTEMS

I ) I E X As the trusted leader of insider risk management, DTEX transforms enterprise security by displacing reactive

tools with a proactive solution that stops insider risks from becoming data breaches. DTEX INTERCEPT™

consolidates Data Loss Prevention, User Activity Monitoring, and User Behavior Analytics in one lightweight

platform to enable organizations to achieve a trusted and protected workforce. Backed by behavioral science,
To learn more about DTEX Systems, powered by Al, and used by governments and organizations around the world, DTEX is the trusted authority
please visit dtexsystems.com. for protecting data and people at scale with privacy by design.
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